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1. Inroduction

0| M= nRF Sniffer & O|23%}0] BLE packet sniffing & EIAE 317 2|8t brief guide
=AM YLLCt

nRF Sniffer for Bluetooth LE Of CH®F XpA|2H A EHE Nordic inforcenter 0| A Of2ff 222
Az REISEILL

https://infocenter.nordicsemi.com/topic/ug_sniffer ble/UG/sniffer ble/intro.html

Contents 2~ | #~ E . g
@ Welcome
# @ nRF5 Getting Started
© nRF91 Series
© nRF53 Series
€ nRF52 Series
 nRF51 Series
 RF Front-End Modules
# © Software Development Kit
= E nRF Tools
& ANTware Il
& (1% nRF5x Command Line Tools
4 nRF5x pynrfjprog
& nRF Connect for Desktop
B Revision history
2 Installing nRF Sniffer
& Running nRF Sniffer
4 nRF Sniffer usage
% Common sniffing actions
B Troubleshooting
5 Legal notices
& nRF Util
& [ Power Profiler Kit
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2. Prerequisites

Software Development Environment : Segger Embedded Studio
Software Development Kit : nRF5 SDK v16.0.0

Tested EVK: nRF52840 DK, nRF52 DK

Example Project : ble_app_hrs(peripheral)

App : nNRF Toolbox

PC GUI : nRF Connect on Desktop or laptop

2719 EVK 7} EagLct.
1 79 EVK & PC O HX|Z wireshark PC program O Al BLE packet sniffing 22
AtE38IH CHE 1 7= BLE peripheral &X|2 A28 L}

ot
rlo

nRF Toolbox Smatphone App I} BLE peripheral &X| 2t9| advertising

connection & 2| BLE packet sniffing 2 HAE I3 sti|C,
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3. How to do BLE packet sniffing using nRF Sniffer for

Bluetooth LE

BLE Packet Sniffing AM23t7] {ISiA= EVK Ol program E|0{OF t= firmware 2t
WireShark 2t= detected data analyzing PC GUI 7t ZQgLC M4 LEY

Z 0| X| 0| Al nRF Sniffer for Bluetooth LE £ download 2t L|C}.

https://www.nordicsemi.com/Software-and-tools/Development-Tools/nRF-Sniffer-for-

Bluetooth-LE/Download#infotabs

Overview Downloads

Selected version
3.0.0
nrf_sniffer_for_bluetooth_le_3.0.0_129d2b3.zip

v3.X.X

Changelog:

® 3.00 v

210 M download &2 nRF Sniffer for Bluetooth LE It2S S8A| StA|H ofzfel ZC

| s —
U LICf.

<Unzip Folder>\hex\

(C) » nordic_ble » nrf_sniffer for_bluetooth_le 3.0.0 129d2b3 » hex

s
~
U

fjni
|
el
of

=
]
o
M

1

=

sniffer_pca10000_128d2b3 hex
sniffer_pcal0001_129d2b3 hex
sniffer_pca10028_129d2b3 hex
sniffer_pcal0031_129d2b3.hex
sniffer_pcal0040_129d2b3.hex
sniffer_pca10056_129d2b3.hex
sniffer_pca10068_129d2b3.hex

=

>
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-
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Ir T T I I I I
M M MmmMm~@MM~@MmMm
>

-

TH| & s n £ Snffing 8 g5tz ¢ .n onnect
ZH|El EVK =0|M nRF52840 DK £ Snffing 822 AF238l2{1 $LICH nRF C PC

GUI & 0| 83}0] erase & write & T L|LCt (sniffer_pcal0056_129d2b3.hex)
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nRF Connect v3.3.1

APPS  SETTINGS

Link monitor and AT command terminal

- Power Profiler
-@- Tool to measure current for nRF5x applications
Programmer
Tool for flash programming of nRF SoCs

RSSI Viewer
Live visualization of RSSI per frequency for nRF52832

Trace Collector

= Mantuira nRFA1 madam trara

E® nRF Connect v3.3.1 - Programmer

Select device ~ @

000683834119 PCA10056
+ Serial port: COM13

Device memory layout

Connect a device to display memory contents

File memory layout

Drag & drop one or more HEX fil
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nRF52840 ©

File memory layout

p one or more HEX

Log

1 /:U150.0UB Segger Version: J-LiNK UB-SAMSU | 25-VZ-NOIGICSEMI COMPIea Jan 2 | ZUZU 1 /:5U:45 N
17.03:30.623 Core prabed: 683834110

17:03:30.623 Core RAM: 256KiB.

17:03:30.623 Core ROM: 1024KiB in pages of 4KiB.

17:03:30.768 Model: NRF52840_xxAA_REV2.

17.03:31.179 Core0: Reading device non-volatile memory. This may take a few seconds.

17:03:31.262 Core0: UICR has been read. Click read button to read full non-volatile memory. -

File

G Add HEX file

C Reload files

© Clear files

Device

Erase & write

B Save as file

® Reset

7 Write

C Read

I Auto read memory

) Enable MCUboot

000683834119 ~

nRF52840 ©

File memory layout

000683834119 ~

File

C Reload files

@ Clear files

Device

& Eraseall

nRF52840 @ File memory layout

Log

[RRVESINRN]

LUIT RAML ZUUnIU.

SEESS

=3

S ¢ A= python requirements £ install 2L C}.
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File

@ Add HEX file

C Reload files

© Clearfiles

Device

& Erasedll

H Save asfile

# Write

C Read
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HY =2 ZHO|X|0A download 2t2 nRF Sniffer for Bluetooth LE L§2| subfolder &
2™ ot2ff folder & &QISHA o= UASLILCE

<Unzip Folder>\extcap\

Windows cmd & 283t Al7[4 2 9| EE0AM CE2| python FES +AeLIC].

pip3 install —r requirements.txt

python & AX|SIX| &S Al ZHR0|= python 3.6 0|42 PC O HX| HEI=&L|Ct

https://www.python.org/downloads/

Downloads Documentation Community Success Stories

Download the latest version for Windows

Download Python 3.8.2

Looking for Python with a different OS? Python for Windows,
Linux/UNIX, Mac OS X, Other

Want to help test development versions of Python? Prereleases,
Docker images

Looking for Python 2.7? See below for specific releases

.

L2 WireShark T2 MX| & setup It

mjo
A
g;
9."
T
=}

https://www.wireshark.org/download.html
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NEWS GetAcquaintedv  GetHe

/L
WIRESHARK

Download Wireshark
The current stable release of Wireshark is 3.2.2. It supersedes all previous releases.

Stable Release (3.2.2)

& Windows Installer (64-bit)
Windows Installer (32-bit)
Windows PortableApps® (32-bit)
macOS Intel 64-bit.dmg

Source Code

Old stable Release (3.0.9)

Documentation

=

MK 282 FT WireShark & A#sL|CE 3t AEHO| Help>About WireShark £

e o,

M The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless TDD|S

ANZ® 1R e+ EFsEEaaar Contents Fi
[WT8pply a display fiter - <Cul=/> Manual pages v
Interface \ V\ Device \AH advertising devices V\ Passkey / QOB key M Website =3 Adv Hi
FAQ's
A Ask (Qan)

_ Downloads

Capture A Wik

~using this filter: [ [Enter & capturs filter - Sample Captures

i erroloziond s N Check for Updates...
oI5 I AboutWieshak

2Z g9 gz 2 —
Bluetooth E3 HZ —
2Z g9 gZ 9 —
2Z E9 ¢92 10 —
2Z g9 gz g —
Wi-Fi —
2Z g9 g2 —
Adapter for loopback traffic capture
@  USBPcap! _

Folders & MEistAl = Global Extcap path £ double click 8 L|Ct.

() INSEMO| A MasterLockO|H ®|S3te EA0|E2 CHE 8X2 AMO| ZX| ELCh (2020.04.03)



INSEM

IN SEMiconductor Inc. nRF Sniffer for Bluetooth LE
M About Wireshark X
Wireshark  Authors Folders | Plugins  Kevboard Shortcuts Acknowledaments Lice © P
[Filter by path
Mame Location Typical Files
"File" dialogs CHUserswAdmi...atorDesktop# capture files
Temp CHUserswADM...alocal#Temp untitled capture files

Personal configuration C:#UsersWAdmi...ing#Wireshark dfilters, preferences, ethers, ...
Global configuration C:#Program Files#Wireshark dfilters, preferences, manuf, ...

System C¥Program Files#Wireshark ethers, ipxnets
Program C¥Program Files#Wireshark program files

Personal Plugins CHUserswAdmi.. ki¥plugins3.2  binary plugins
Global Plugins C¥Program Fil...rki#plugins3.2  binary plugins

Personal Lua Plugins C:#UsersWAdmi...sharkiplugins  lua scripts

Global Lua Plugins  C:#Program Fil...eshark#plugins lua scripts
Personal Extcap path CWUsersWAdw .esharkittextcap Extcap Plugins search path

iC: : Extcap Plugins search path
MaxMind DB path CWProgramDataWGeolP MaxMind DB database search path

MaxMind DB path C#GeolP MaxMind DB database search path
MIB/PIB path SMI MIB/PIB search path

Double click & &0 L2+ folder 0| download 2t} A E nRF Sniffer for Bluetooth LE 2|
otz E2049| mYSZ copy oA X AlZL|LCE

<Unzip Folder>\extcap\
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H | [ + | exteap - m} X
il = D= =7 ol = === =7 Q
&« v 4 <« nrf_sniffe.. » extcap ) extcap HA¥ - 4+ <« Wireshark » extcap ~| O exteap 24 -l
A o= ° A o= -
i HIE 7t7| | i HIE 717
m e s SnifferAPI | e sm SnifferAPI
tesc nrf_sniffer_ble bat ; hesc nrf_sniffer_ble.bat
+oeEs # nrf_sniffer_ble.py i $ He=s A nrf_sniffer_ble py
= =4 nrf_sniffer_ble.sh W = 2A nrf_sniffer_ble sh
= A requirements bt '} = A requirements bt
.2 D B s ow T USBRCapCMD exe
#
« Google Drive File Stream (G:) \ « Google Drive File Stream (G:)
st ble h st_ble
24 i 24
HAIZ|2 weekly report é HAIZ|2 weekly report
2AH0E Bl
& OneDrive & OneDrive
w U PC w L PC
. i S % CEUPIT: i S *

ot ¢
o »

571

ot
(1]

fI0IAM copy Bt sniffer TItYS0| HHEHE SE =2 SiFOF gLt
Windows cmd & 0|83t otzf FHOE HAA|ZLLIC

nrf_sniffer_ble.bat --extcap-interfaces

ot

A O] = S
T UK =

-

oteff Z2H =2 O|SotAA TldghL|ct.

C:\Program Files\Wireshark\extcap
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Ct22 WireShark 0| A Sniffer interface & enable & L|C}.

M The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
A4 N +  Main Toolbar l:
WTépply a & Filter Toolbar
Interface Toolbars »I nRF Sniffer for Bluetooth LE I

~  Status Bar

® G = ¥
SRS R

Full Screen F11

v Packet List
Packet Details

+  Packet Bytes A

Time Display Format 4

apture filter -

<

Name Resclution 4
Zoom 4

Expand Subtrees Shift+Right

Collapse Subtrees Shift+Left

M The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A m ® = & ] == e a

(AT ooty a display filter - <Cirl-#>

I Interface COMI3  ~  Device |All advertising devices ~ | Passkey / 008 key Adv Hop I:

Welcome to Wireshark

Capture

--uging this filter: | \Emer a capture filter -

Npcap Loopback Adapter A P R A
oG —_— )
EZ g @EE2
Bluetooth HEY3 HZ
EE EF A0
EZ IR AE 10
EZ 5 @z

Wi-Fi

EZ g5 @z

Adapter for loopback traffic capture A P A
@®  nRF sniffer for Bluetooth LE COM13

® UsBPcapl

Ct2-2 WireShark profile for nRF sniffer & =7} gfL|LCt.
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M The Wireshark Metwork Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tocols  Help

nRF Sniffer for Bluetooth LE

A . @® x €| ] L) == & ¢ Contents Fi
[W]&pply a display filier - <Cirl=/> Manual pages v
Interface ~ | Device | &l advertising devices Passkey / 008 ke ‘ Website
FAQ's
: £ Ask Qe
Welcome to Wireshark
Downloads
Capture
p A wiki
~-using this filter: ([ [Enter a capture filer Sample Captures
Npcap Loopback Adapter A Check for Updates...
oG L
EER=1- N bR _ I About Wireshark m
Bluetooth HEHI HE —
EZ FF EE0 -
EZFFEIE 10 —
EZTFH B8 —
Personal configuration &=2 double click g L|LC}.
M About Wireshark ¥
S—
Wireshark Authors Folders Plugins keyboard Shortcuts Acknowledgments License
|Filter by path
Marme Location Typical Files
"File" dialogs C:HUsersAdministratorftDeskiopit capture files
Tem CwUserstADMINI~1%AppDatal ccalwTemn untitled capture files
i i : inj i i i renres ethere
Global cenfiguration  C:#Program Filesw¥Wireshark dfilters, preferences, manuf, ..
Systemn C:#Program Files#Wireshark ethers, ipxnets
Program C:#Program Filess¥Wireshark program files
Personal Flugins C:HUsersAdministratorftA..ngWWiresharkiplugins®3.2  binary plugins
Global Plugins C:#Program Filesw¥Wiresharkstpluginsis.2 binary plugins
Personal Lua Plugins  C:#¥UserswAdministratorttd. osming®Wireshark®pluging  lua scripts
Global Lua Plugine  C:#Program FileswWiresharkiplugins lua scripts
Personal Extcap path  C#UserswAdministratorttd.. RoamingwWiresharkextcap Extcap Plugins search path
Global Extcap path  C:#Program FileswWiresharkiwextcap Extcap Plugins search path
MaxMind DB path C:HProgramDatatGeolP MaxMind DB database search path
MaxMind DB path C:#GeolP MaxMind DB database search path
MIB/PIB path SMI MIB/PIB search path

&0 Lt@+= folder 2| subfolder O download 2t AE nRF Sniffer for Bluetooth LE 2|

otz EHE copy shAM fIX| AlZLICH
<Unzip Folder>\ Profile_nRF_Sniffer_Bluetooth_LE

EC= of2fet ZELICH

.\profiles\ Profile_nRF_Sniffer_Bluetooth_LE

() INSEMO| A MasterLockO|H ®|S3te EA0|E2 CHE 8X2 AMO| ZX| ELCh
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pData » Roaming » Wireshark

A
M

.
u

Profile_nRF_Sniffer_Bluetooth_LE

% % % %

CH22 wireShark Ol A profile &

M The Wireshark Metwork Analyzer

nRF Sniffer for Bluetooth LE

LETHEW =%
2020-03-30 2 958 ItE £4

MENSHL|C},

[ = |

File View Go Capture Analyze Statistics Telephony Wireless Tools  Help
= F® =5 &=
A Copy b == aA8Qq§
Ala Q Find Packet... Ctrl+F
; ot Ctrl+
Inte Find Next N Passkey / 008 key
Find Previous Cirl+B
Mark/Unmark Packet(s) Ctrl+M
. shark
Mark All Displayed Ctrl+Shift+M IE
Unmark All Displayed Ctrl+Alt+M
Mext Mark Ctrl+Shift+MN |Enter 2 capture fiter -
Previous Mark Ctrl+Shift+B
- ck Adapter "
Ignere/Unignore Packet(s) Ctrl+D Y
_ Ignore All Displayed Ctrl+Shift+D *2
e AT (R " LS HE
) Unignore All Displayed Ctrl+Alt+D Lo
*
Set/Unset Time Reference Ctrl+T 10
8
Unset All Time References Ctrl+Alt+T
Mext Time Reference Ctrl+Alt+N 1 e
- i ppback traffic capture A
Previous Time Reference Ctrl+Alt+B
Time Shift... Cirl+Shift=T
Packet Comment.. Ctrl+Alt+C
Delete All Packet Commenits
| configuration Profiles.. Ctrl+Shift+A
Preferences... Ctrl+Shift+P
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M Wireshark - Configuration Profiles >
|Search for profile | Al profiles b
Profile Type

Default Default

Profile_ nRF Sniffer Bluetooth LE Personal
Bluetooth Global

Classic Global

No Reassembly Global

+ | = |W CoWiisarsWAdministratortWAp -~ nHAE Sniffar Sivalcolf;

o

Wireshark &787HX| 2% 7| WZ0| BLE packet sniffing & <[
ZH[gfjof gtL|Ct, FH|ok CHE 1 7H2| EVK Of ble_hrs_app € program
IR 2E0| =25 EVK ©Z program / run SHA|= 28 OtAl Zi0|2tE
Shal& LTt

o BEe

RO skip SF= 2

Tip:BLE peripheral,

packet = sniffing ot7] %IsiAM = HBEEA|-2tQlsof &

Impot. - Export =~

Nordic nRF Toolbox

BEUgS Bx RecLITh

Cancel

7o

connection O]

T i

() INSEMO| A MasterLockO|H ®|S3te EA0|E2 CHE 8X2 AMO| ZX| ELCh

Help

BLE

ol A
=1

peripheral &X|E
F

M5 39| data
L|Ct. ot2f H3AofM
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Contents &~ | ¥ B m]
© RF Front-End Modules '
= € Software Development Kit
= B nRF Tools

I ANTware I
& [ nRF5x Command Line Tools
4 nRF5x pynrfjprog
4 nRF Connect for Desktop
4 nRF Sniffer for Bluetooth LE
5 Revision history
4 Installing nRF Sniffer
£ Running nRF Sniffer
4 nRF Sniffer usage
= 4 Common sniffing actions
5 Sniffing advertisements from all nearby devices
L5 Sniffing advertisement packets involving a single slave device
21 Sniffing a connection involving a single slave device

B Snhiffing a connection between paired devices

L Troubleshooting
5 Legal notices

B [ nRF Uil

# (14 Power Profiler Kit

1. Run nRF Sniffer (if not already running).
2. Select your device from the device list.
3. Enter the credentials for pairing. The procedure depends on the type of encryption.

= For connections that use legacy pairing with Just Works:
a. Initiate pairing between the devices if it does not happen automatically.
No further action is required.
° For connections that use legacy pairing with a passkey:
a. Initiate pairing between the devices if it does not happen automatically.
b. Type the 6-digit passkey that is displayed on either the Central or the Peripheral device into the Passkey / OOB
key field in Wireshark.
c. Press Enter.
. Enter the passkey into the other device.
= For connections that use legacy pairing with O0B:
a. Before the devices initiate pairing, type the OOB key in big-endian, hexadecimal format with a leading "0x" into
the Passkey / OOB key field in Wireshark.
b. Press Enter.
c. Connect the Central to the Peripheral device.
d. Initiate pairing between the devices if it does not happen automatically.
= For connections that use LE Secure Connections:
a. Enable Secure Connections debug mode on one or both of the devices.
b. Initiate pairing between the devices if it does not happen automatically.
In debug mode, the connection uses the debug keys specified in the Bluetooth Core Specification. The Sniffer uses the
same keys to decrypt the encrypted packets.

WireShark 70| 2AZE|ASD 2 MK WireShark £ 0|29 advertising packet, data
packet sniffing 2 HAE St=Z 8}Zl&L|Ct

=]
WireShark & CHA| 2l5tH o2l =5 =HQlste + A UL

() INSEMO| A MasterLockO|H ®|S3te EA0|E2 CHE 8X2 AMO| ZX| ELCh (2020.04.03)
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Interfacal COMI3  ~ |l Device | All advertising devices ~ | Passkey / Q0B key |

Welcome to YWireshark

Capture

-using this filter: | |Enter a capture filter -+

Npcap Loopback Adapter J
og4 !
EZ EE EE2 -
Blustooth (IEHI B3 _
EZ EE EE+0
B2 G I 10 _
EZ EE EE+ 8
Wi-Fi

EZ ZE EE1 -
Adapter for loopback traffic capture
@)  nRF sniffer for Bluetooth LE COM13

USBPcapl -

PC 2| COM port 2 sniffing &2 Fd5t= EVK O] AAE Z2 AN HO
=
=

HA|Z|H nRF Sniffer for Bluetooth LE £ double click 2t L|C}.

>0

ZH9| BLE advertising data & 25 sniffing ot7| 20 sniffing & TASIAX} Sh=

device & ME{BIL|CE

rie CuiIL Vieww aur l_dp'LL.IIt' J‘-\Ildl_'r'l_t' SLdUBLLY It‘lt‘p’llUII_‘r‘ VVIEIEsD s l_|t'l'..l'
mae XNC QuwEF sS]Eaqai
[&pply a display filter - <Ctrl-/>
Interface | COMI3 | Dewice |&ll adverising devices s | Pas
N T 2 " =82 dBm 11:82:a3:96:50:94 random a1
o ime OUE B EI-KR-MAACTSTA" -85 dBm ¢53:05:4c:32:50:ba random
7156 13.752 e7: 21" =87 dBm a8 dd:dadeicEb0 public 33
7157 13.752 7:21"Goose" -55 dBm 58:24:34:10:0c:19f public 33
N o 86 dBm T8:abia854ic0idy random
7158 13.753  el:2» _gp dBm 69:ad:40: Te:b6ff random 33

2
2
7159 13.793 19:e
e
e

37
7168 13.794 19: 37
716113.795  19:eim 27 gy 64'a8'0f d: 87 ea_randormn v |37
7162 13.863 B@4:a7:cd:va:3b:o E 1M LE LL 37
7163 13.863 Bﬂ-:a?:cd:ﬁaﬁﬁ:ﬁb LE M LE LL 37
7164 13.8684 B@4:a7:cd:8a:36:8b LE 1M LE LL 37
7165 13.8@7 39:8b:e2:de:54:20 LE 1M LE LL 37
7166 13.86@8 39:8b:e2:de:54:20 LE 1M LE LL 37
7167 13.86@9 39:8b:e2:de:54:20 LE 1M LE LL 37
7168 13.815 84:13:56:11:29:95 LE 1M LE LL 37
7169 13.816 7d:b2:5d:11:5b:91 LE 1M LE LL 37
7178 13.817 7d:b2:5d:11:5b:91 LE 1M LE LL 37
7171 13.821 le:82:de:87:2c:76 LE 1M LE LL 37

ot Zo| MEistH MEHSE device Off CHSH BLE advertising packet % connection & =9
BLE data packet = sniffing & = UA&SLICH

Advertising pacekt & &l & = 2L connection £°| data packet & 2 Ql5tA|2{H
nRF ToolBox app 2 & device £ connection 2 SHA|H & L|C},
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u* 7:44 & &N =l 76% M

nRF Toolbox

BGM BPM CGMS

DFU

HTM MESH PROXIMITY

RSC

n/a _

sensor position bpm

TEMPLATE UART

- Huat Rate

HEART RATE MONITOR

I CONNECT |
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Select device:

AVAILABLE DEVICES:
I Nordic_HRM I

E7:25:2E:08:D5:8A

CANCEL

Ut 744 @ Nt il 76% @

&

NORDIC_HRM

Finger 260

sensor position bpm
00 .
(0 N
O 290 - \\‘
F - \\‘\
— F0, ™
o - b
E 260 I - . .
m : Time isegondsj ’
Heart Rate

(2 =
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<Appendix>

1. BLE Packet types

e
Ao
1x
ie}
1}
fo
e,
2

WireShark tool 2 O|£3}0] packet sniffing 2 TS5t & packet O Cf
23 packet O CH3t information & ZHEfStA F7hgL|Ct,

>>BLE Packet T4

LSB MSB
Preamble Access Address PDU CRC
(1 octet) (4 octets) (2 to 257 octets) (3 octets)
Figure 2.1. Link Layer packet format
>>PDU (Advertising Channel)
LSB MSB
Header Payload
(16 bits)
>>PDU (Data Channel)
LSB MSB
- = — = = = A
Header Payload | MIC |
(16 bits) 'L (32 bits) |

Figure 2.12: Data Channel PDU
Data Channel PDU £ MIC(message integrity check)E Payload Off ZgtafL|Ct.
#12l PDU SIZE & BLE 4.2 specification 7|&YL|C}.

header, payload 28 2~39bytes <- advertising channel PDU
header, payload 28 2~257bytes <- data channel PDU

BLE 4.0, 4.1 2] A% PDU 29| size £ header, payload Zg 2~39bytes Y L|C}.
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MX Advertising Channel PDU types O CHs{A & =Z&L|CH
Advertising PDUs

- ADV_IND, ADV_DIRECT_IND, ADV_NONCONN_IND, ADV_SCAN_IND
Scanning PDUs

- SCAN_REQ, SCAN_RSP

Initiating PDUs

- CONNECT_REQ

Q2 FOM 7tE 2utMoZ AF2E|&= ADV_IND Packet 2| AL ofzfet Zo| 34 ELct.

LSB MSB

Header Payload
(16 bits) (6~37 Bytes)

?|9| Payload = ADV Address(BLE Device address, 6bytes) 2t Oz IZMZH AD

structures & Z &0} LA E LICT

Advertising or Scan Response data (31 Octets)
-t L
< Significant part o Non-significant part -
AD Structure 1 AD Structure 2 . AD Structure 'N 000...000b
| T m——
[ Te——a
[ TTe=—a
1 octet Length octets T ——
Length Data
| |
| |
l n octets Length - n octets l
AD Type AD Data

AD Structure 1~N L§ £ 42 Of2{et Zo| #+dE Lot
= AD Length(1byte)

= AD Type(lbyte)

= AD Data(~29bytes)

Data channel PDU = Central & X|2} peripheral &X|7t2| connection & Ar2& L|LCt,

Of2f= Data Channel PDU 7-0f CHst A QiL|Ct,
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LSB MSB
PDU Header|L2CAP Header| ATT Operation ATT Parameter & Payload MIC
(2Bytes) (4Bytes) Code (1Byte) (~246Bytes) (4Bytes)

1) Advertising Process
Peripheral ZX|o] AL H8{Zl advertising interval OFCF 3 7§9| advertising channel Of

2 22 packet & T&EtL|Ct

BLE £ 2.4Ghz 9| frequency TS 40 7HC| channel 2 F&iA AtE8tL|LCt,
"" “‘~|l"‘ “‘~'|"“ “~|l|||

?12| 37, 38, 39 ¥ channel O| advertising channel O|{ O| channel 2 &3llA advertising

34
35
36
39

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

2470 MHz
2472 MHz
2474 MHz
2476 MHz
2478 MHz
2480 MHz

2466 MHz
2468 MHz

2458 MHz
2460 MHz
2462 MHz
2464 MHz

Frequency LL
2402 MHz
2404 MHz
2406 MHz
2408 MHz
2410 MHz
2412 MHz
2414 MHz
2416 MHz
2418 MHz
2420 MHz
2422 MHz
2424 MHz
2426 MHz
2428 MHz
2430 MHz
2432 MHz
2434 MHz
2436 MHz
2438 MHz
2440 MHz
2442 MHz
2444 MHz

2446 MHz
2448 MHz
2450 MHz
2452 MHz
2454 MHz
2456 MHz

packet 2 ™&L|CT,

=2 LLod

Of2fi= BLE Central X9 scanning &%, Z2 A[ZICHOIMC| BLE Peripheral &%|Q|

adverting SZ%0| Cit sequence £ ZtEstA Mot I YLICH  ofziet ZO|

=L
AStO2M Central EX|= advertising X3¢ BLE &X|2| advertinsig packet =
(o]

- a

oIStA ELICt.

ot ofn
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Scanner scan interval = 50 ms
Scanner scan window = 25 ms

iﬁcanning on chahﬁel Scanningdn channel Scfainning on chann?i
i 37 i} 38 i | 39 |
S il | { | il
0 fris { 25 ms 50 ms 75 ms 100 ms| | 125ms

8

|
A gl m %u %n m ||

0 ms 20'ms 40 ms 60 ms 80 ms 100 ms 120 ms 140 ms

Advertisingon 37, 38 and 39

Advertiser advertising, interval = 20 ms

BLE 5.0 LE advertising extensions 2 BLE 4.2 2| advertising PDU 2t X}0|H 0|
AELICH

BLE 5.0 0 A= Of2l advertising PDU types 7t 7} &|9& L Lk
- ADV_EXT_IND, AUX_ADV_IND, AUX_CHAIN_IND, AUX_SYNC_IND

Components
PDU name

where when what version how
ADV_IND ADV IND
ADV_DIRECT_IND ADV DIRECT IND
ADV_EXT_IND ADV EXT IND
AUX_ADV_IND AUX ADV IND
AUX_CHAIN_IND AUX CHAIN IND
SCAN_REQ SCAN REQ
AUX_SYNC_IND AUX SYNC IND
LL_PHY_UPDATE_IND LL PHY_UPDATE IND
LL_LENGTH_REQ LL LENGTH REQ
LL_LENGTH_RSP LL LENGTH RSP
LL_REJECT_IND LL REJECT IND
LL_REJECT_EXT_IND LL REJECT EXT IND
BIG_CHANNEL_- BIG CHANNEL_- IND
MAP_IND MAP

Table 3.6: Examples
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Payload

AdvMode
(2 bits)

Extended Header
(0 - 63 octets)

AdvData
(0 - 254 octets)

Extended Header Length
(6 bits)

Figure 2.14: Common Extended Advertising Payload Format

Extended Header

Extended AdvA TargetA | CTEInfo | AdvData | AuxPtr | Syncinfo | TxPower | ACAD
Header Flags | (g octets) | (6 octets) | (1 octet) | INfo (ADD) | (3 octets) | (18 octets)| (1 octet) |(varies)
(1 octet) (2 octets)
Figure 2.15: Extended Header
flel LiEgo] cHst XpMIgt AbE2  Bluetooth © Core Specification X&E& H=E
SFEIEZILCH

Otzi= fIolM dFEE LE advertising extensions Off CHot

Legacy ADV

a8 2 YLt

IMbps
3 -3 -1
Coded
3

16320 symbols
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3 J v
255 255 255

1 1 ADV Channe

Jdla Lhanne

1 1
IR HNE

2) Active Scanning Process
Central HX|l= SCAN_REQ £ Peripheral X0 EHOZN ADV_IND O Z3HE

advertising packet 2| FZIHQl data 2= &2 = USLUCL BLE Peripheral &A=

SCAN_REQ H|A| CH$H SEH2Z SCAN_RSP £ return 2FL|C.

Value Meaning
IND An indication that doesn’t expect a reply
REQ Arequest that expects a response
RSP A response to a request
ADV_IND ADV_IND ADV_IND SCAN_REQ SCAN_RSP
T_IFS T_IFS
=10 ms =10 ms — —
Adv_idx = 39 Adv_idx = 38 Adv_ide = 37
Advertising Advertising
event event
started closed

Figure 4.11: Connectable and scannable undirected advertising event with SCAN_REQ and
SCAN_RSP PDUs at the end of an advertising event
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Advertising Interval :

Advertising Interval

=

Advertising Interval

Advertising Interval
L 1

Advertising
Data

Advertising
Data

Advertising Secan Response
Data

Peripheral [
Data

Data

Secan Request

Central

3) Device Connection

BLE Central, peripheral
otzf =7t StASLICE X FEIEFLCH

A X|Zt9| Connection & BLE SX0|AM At2E= 800 Cfst

M =3
233

+ Connection Interval
= Time between two connection events.

+ Slave Latency
= Number of consecutive connection events that a slave is not required to listen for the Master

(events are skipped only if it doesn't have data to send).

* Supervision Timeout
= Maximum time between two received valid data packets before a connection is considered “lost”.

Slave latency
R R R R = R
Slave X l x B4 %X B4 ¥ X I
R R
Master X X
connection interval

connection interval connection interval
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4) Frequency Hopping

Central & X|2t Peripheral EX|Zt9| connection ¥ data packet M&2 02 data

o

channel 2 =25IMA| data packet PDU & T™&TLICt Of2fi&= frequency hopping Ol
CHot 7Her= ol O3l dEYLCt.
>‘Jl
(9]
2480Mhz 5
3
o
(0]
o
2402Mhz .
Time
[ 1 Link-A 1 Link-B BN Link-C

(3%) INSEMOI| A MasterLock®| 7| X|Sdte 2A0|22 CHE 8E2 AHE0[ =4 U (2020.04.03)



